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Tab.3 Long—term random MAC addresses

in classroom 1

2 L g

P MAC j;‘;jfi FELEIT B
1 06:14:4b.6d:3e:8b -58.2 16:29.42—17.05:20
2 06:14:4b.6d.40.17 -58.9 16:29.:40—17.05.14
3 06:69:6¢:bf:3b.6b -86.7 16:29.42—17.05.20
4 4a:69:6¢:89:1d:f5 -55.3 16:29.:42—17.04 .48
5 ea:69:6c:89.1d.ff -32.5 16:29:40—17.05.20
6 56:06:8a:0e:e9:e6 -86.3 16:38:44—16.54.01

7 12:87:ec:d9:33:8e -23.2 16:29:40—17.01:38
8  6a:47:36:55:25:39 =-73.5 16:29:40—17:02:14
9  3a:45:45:1d:70:59 -64.2 16:29:40—17.01:40
10 72:47:€9:40:13.37 -71.4 16:30:12—17.04:48
11 5e:24:69:d5:€2:36 -52.1 16:29:40—17:03:48
12 le:th:48:4a:45.30 -81.4 16:29:40—16:57.31

13 a6:14:35:12:76.82 -52.3 16:29:40—17.01.44

x3 (&%)
Tab.3 (Cont. )
(ERexiilis
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M 1t/ dBm R
14 €2:b4.64.2f.b2:30  -54.6  16:29.40—17.01.18

15 8a:d6:67:46:87:88 -82.4 16:44:27—17:05:20

16  ee:bb:da:ce:45:42 -84.5 16:29:40—17:05:12
17 d6:26:38:75:11:55 -63.2 16:29.40—17.01:18
18  be:c2:09:8b:86:ff -64.3 16:29:40—17:03:00
19  2e:23:63:45:b0:0e —-66.7 16:29:48—17:00:56

20 56:86:ad:89:69.d8 =70.1 16:29:54—17.01:26

21 52:7a:99:7b:f3.19 -52.1 16:31:16—16:52:09
22 aa:94:45:36:81:e8 -67.4 16:36:52—17:01:42
23 aa:d2:b5:14.73.9f -64.3 16:32:32—17:01:30

24 ae:c8:d5:25:86:00 -62.4 16:39:14—16:57.:37
25 b6:3d:0b:49:95:91 -52.1 16:31:00—16:59:37
26 d2:f2:13.f1:bf:al —-65.2 16:32:04—16:55:45

27  da:al:19:b3:ad.5f -71.4 16:33:20—17:05:04
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Tab.4 Clustering results of short—term random

MAC addresses in classroom 1

& T 15 {5
s S B
el {5/ dBm PR

1 HT_ad Fil VHT_92e19033 -72.00

BE

16:29:56—17.03:24

2 HT_ad fl VHT_92e¢19033 -65.09  16:31:32—17.04.34

3 HT_ad #il VHT_92e19033 -87.00 16:34.46—17.05.14

4 HT_ad #l VHT_92f19033 -62.60 16:31.18—17:05:14

5 HT_ef Fl VHT_92f19033 -88.96  16:33:24—17.03.54

6 HT_ad F1 VHT_92f19033 -61.21 16:42:19—17:05:16
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Tab.4 (Cont)
- E:F M1 B {55 p——
TR G4 ¥J{E/dBm
7 HT_ef Fll VHT_92f19033 -70.95 16:29.40—17.06.25
8 HT_ef Al VHT_92f99133 -65.11 16:30.10—17.04.12
9 HT_ef il VHT_92f99133 -66. 35 16:30,22—17.05:18

10 HT_ef A1 VHT_92f99133 -70.00 16:34.06—17.06:53

11 HT_ef 1 VHT_92f99133 -75.40  16:35.44—17.04.54
12 HT_2d -67.10  16:29:40—17:08:13
13 HT_2d -65.34 16:31:14—17:02:39
14 HT_2d -64.41 16:32:36—17:04:26
15 HT_2d -64.40 16:33:44—17:08:05
16 HT _ef -87.09 16:31:08—17:05:20
17 HT_No_HT_CAP -68.51 16:30:02—17:05:08
18 HT_No_HT_CAP -67.80 16:31:06—17:05:08
19 HT_ad -70.48 16:31:32—17:03:06

#aE 2 JLPR 6 min, YAES 4 358 SAAINE K
Bl , 20 A0 [F] P4 B AR (AEFEAL MAC 2 & | RSSI
U FRITAE | X 0 S HERR ) S, A 3] 34 . 2 i
[B]>4. 5 min [FIFEHL MAC Hidik (3 5) 1 112 0T BE
HLMAC %idig, XT %6 B FfiHL MAC $% HT_CAP 5
VHT_CAP 7+ 53 8AF BT R & 5, N i
JH DBSCAN (& = 100, MinPts =2) 4 i 8 DK%
(F6), FZ FHR 11 APl % % FHEE T 52
PRAEL 13 N (= 20056 2 A+11 NiEA)  HERf
Ak 84.6% (FN=2, FP=1)

AR E | SHE 2 RHAZEF SR
SRAERT R 2R 1 FFE2 W 30 min, AR
AW IR  E 2= 2 A W 5 min, A5
Pl— 75T PR R e oK . A BF 5T
AL, PSR S Wi-Fi % & e AR TR
Rk Wi-Fi BTG SRR IF A, 76528 B
AN, L% Wi-Fi B35 R 1 5002 5, B 5
BESR & 26 ARAG BRI, B B % B[] i
i 4 AR 25 AN BE 45 A% B Wi-Fi 8 IR, Xt
PR A R ARG BB, A 1 N4
o 2 BRI AR R 5 min, 78334 I ) B
BB £ T RE R R 1% Wi-Fi #5035 3K | I % %
XA MBS RO M Z R K, HNHEE
1 X A4 Rk F I 45 5 AT 78 /0 AIE 1 7 3¢
TR AEBEAL MAC kA sEAIL T T X o i 4 1
FRLX ST e .

£S5 HE?2KHEFEEREY MAC

Tab.5 Long—term MAC addresses in classroom 2

s MAC FREEn B RSSI &
1 a6:14:35:12:76:82 17:02:23—17:04:37 —88.25
2 52:7a:99:7b:3:09 17:01:51—17:04:49 -88.10
3 e2:b4:64:2f:b2:30 17:01:29—17:04:07 -89.08

R6 HE2IEMAEI MAC BELER
Tab. 6 Clustering results of short—term random

MAC addresses in classroom 2

BT iR R (RS
S fope ‘i‘gi;ﬂ\ 2L
ESi SE2ea {1/ dBm ERzsaingz

1 HT_ad #l VHT_92e19033 -71.40

17.01:12—17.04.45

2 HT_ad F1 VHT_92f99133 -80.67  17:00:39—17.04.25

3 HT_ef 1 VHT_92f19033 -86.67  17.00:02—17.04.53
4 HT_ef 1 VHT_92{99133 -89.00  17.01.12—17.04.45
5 HT_2d -83.50 17:00:24—17:04.47
6 HT_2d =72.62 17:00:44—17:04.24
7 HT_No_HT_CAP -89.00 17:00:12—17.04.08
8 HT_ef A1 VHT_9219033 -82.00 17:00:32—17.04.39

3.3 A& OD ILEE o4

RTWCEMNHE 1 BIEE 2 A 0D 5L
B 2 43 8] 0K R AEFE I MAC 5 #
AT, XA, HE 2 19 3 AT
MAC 43 5I%F 0 T#0% 1 FRYFS 4 13,14 F1 21
MBS MAC, B 3 A8 A B NEE 1 B a3
HE 2, WHE 2 PERBEYL MAC 1T 25
B A3 8 ANEHE , 38 1k DT e 5k X LA T UL i,
HARS R .

() BEPIAZE T 8 FARRME Boe R 4
FAEMVCHCL XS, AnFE 6 FR2k 1 B4 DU JRE ik ot
R AR 2 M3 HIK 6 P NS4
g2 1 28 2 Fi2k 3 PRI,

(2) MREEE 2 15 I B A0 M T R A AR B 45 T
BEXT H A HRIM T 5K (8] A9 R, # F 3 BE BN R F
100 W& TR,

P2 N OD DERECZE SR UL 7, FEFm]
HULAE S min A0 B (8] B2 P, A SCIRTE IS R
OD VLSRN O M sk E = 1 B
SFNHE 2, ML 6 PR THE 2 WA
KBEVCRL, IR 6 ARBEVCHEL A SR A= 2 I
B2 NS, ANEHRAE | BhEHE 2 Wik
7o MICECIEERARTF K 0 81. 8%,
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Tab.7 Pedestrian OD matching results

between two classrooms

P PR s 1
* S g TPHER
1 HT_ad 1 VHT_92¢19033 1 94.3
2 HT_ad 1 VHT_92{99133 — 360. 2
3 HT _ef A1 VHT_92f19033 4 88.0
4 HT _ef Fil VHT_92f99133 8 88.0
5 HT_2d — 380. 1
6 HT_2d 14 88.0
7 HT_No_HT_CAP 17 96.2
8 HT _ef Fil VHT 9219033 7 97. 4

R —" FR RILEC R

4 Zig

ASCEXFBHEPL MAC LT A OD 331
TR, $E T — AT Wi-Fi SRR BT R
(40 HT Capabilities Il VHT Capabilities) F5R K5
VEFLEE AT I R R BT R R
SFAECAN HT A1 VHT FBERRTSRE) , 45 A etk i
DBSCAN RIS, S0 T g B 1 1 45 X 47
FE X 38, OD VG fiE v, 3 5 5 S8 00 2 4 41 i 1k
PR AR BT fif i T BEHL MAC AL R 38
KR HMERT , BFI IS R R E =,
P& BANE AT 35 97. 87% , OD DU g A J Al 3k
81. 8%, BEM TIA ik, AT EAefiy
FURRRARIHTEE T, A e 4 A8 38 8 RN N 2]
N EEHE T TSR ) AR IR SRR SRS AT
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Pedestrian Origin—Destination (OD) Identification Method Based on Wi-Fi Probe
Requests Under Randomized MAC Address Mechanisms
ZHU Chengjuan, ZHAO Xingji, CHEN Aitong

(School of Transportation Engineering, Dalian Jiaotong University, Dalian 116028, China

Abstract; To address the privacy protection and data invalidation issues faced by traditional Origin—Destination
(OD) crowd flow monitoring methods based on real MAC addresses, this paper proposes an anonymous OD
crowd flow identification method based on Wi-Fi probe request information elements. By analyzing stable fea-
tures in fields such as HT Capabilities and VHT Capabilities within probe requests, we design an enhanced
DBSCAN clustering algorithm to accurately distinguish randomized MAC devices. To address cross—region traj-
ectory matching, we introduce an OD association strategy leveraging information element group filtering and
distance matrix computation. Experimental results in a public facility environment demonstrate a device cluste-
ring accuracy of 97. 87% and an OD matching accuracy of 81. 8%, validating the method’ s effectiveness.
Compared to existing techniques, our approach achieves high precision and low computational complexity while
preserving user privacy, offering novel insights for public safety, transportation planning, and emergency man-
agement.

Keywords : pedestrian OD identification; Wi—Fi probe requests; randomized MAC addresses; clustering algo-

rithms ; privacy preservation



